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To: U.S. Secretary of the Treasury Steven Mnuchin 
From: Rachel Ferrari 
Date: April 16, 2018 
Re: Cryptocurrency and Financial Technology Regulations 

 
 
Executive Summary 

Cryptocurrency is a new form of online currency and investment that has rapidly become 

a global issue affecting the world economy as a whole. There are multiple elements to 

cryptocurrency that makes it a unique issue in the world today; one of its defining features is that 

it exists entirely online, yet leaves a semi-physical footprint, so it can seem unclear as to who or 

what has jurisdiction over it. The development of cryptocurrencies and their integration into the 

economy poses several regulatory issues-- the inherent volatility of cryptocurrency destabilizes 

the markets; Bitcoin mining is energy intensive and environmental harmful; and the 

decentralized anonymity allows criminals to use cryptocurrencies for illicit purposes. Each of 

these issues stems from the broader problem of a lack of flexible regulations capable of handling 

ever-changing financial technologies. As a result, new laws or interpretations of existing laws are 

needed to deal with these challenges that simply did not exist even a decade ago. Previous 

attempts at addressing these issues have been varied and ineffective; they include a full-out ban 

in China and the adoption of a state cryptocurrency in Venezuela. Finally, I recommend that (1) 

cryptocurrencies should be integrated into the Foreign Exchange market to allow for better 

oversight and enforcement; (2) the Treasury Department should create an Office of Financial and 

Digital Innovation to centralize its financial technology efforts; and (3) the U.S. should initiate 

task force discussions through the World Trade Organization to unify international regulations. 
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Background and Analysis 

First, before discussing the problems and implications of cryptocurrencies, it is important 

to understand what they are, how they work, and the history of their development, as this context 

is crucial to the discussion of their necessary regulatory framework.  

Cryptocurrencies (also known as virtual or cyber-currencies) are a financial technology 

(fintech) that allow for the decentralized transfer of value without going through a bank or other 

third-party.1 These currencies take many forms; the first and most well-known cryptocurrency is 

Bitcoin, created in 2009 by Satoshi Nakamoto.2 Others include Ethereum, Ripple, Litecoin, 

Dash, and Dogecoin.3 The basic technology involved in cryptocurrencies and pioneered by 

Bitcoin is called blockchain, a digital timestamped ledger containing a chain of digital signatures 

and a proof-of-work component verifying ownership for individual coins.4 This primarily serves 

to remove the costs and inefficiencies of institutional middle-men. It also seeks to address the 

gap known as the double spending problem, defined as “a potential flaw in a cryptocurrency or 

other digital cash scheme whereby the same single digital token can be spent more than once, 

and this is possible because a digital token consists of a digital file that can be duplicated or 

falsified.”5 This issue can lead to inflation, counterfeiting, and a loss of credibility, which would 

cause self-destruction since cryptocurrencies are not backed by anything but the public’s 

confidence that the coins have value. Therefore, blockchain is used to verify that each coin is 

legitimate and not duplicated. However, by innovating to solve one problem, it has created 

                                                 
1 “Regulating the No Man’s Coin.”  
2 Nakamoto, “Bitcoin,” 1. 
3 “Cryptocurrency Market Capitalizations.”  
4 Nakamoto, “Bitcoin,” 2. 
5 Chohan, “The Double-Spending Problem and Cryptocurrencies,” 1. 
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several more. One underlying issue at play is the gray area regarding the legal status of 

cryptocurrencies. The U.S. Internal Revenue Service (IRS) defines a cryptocurrency thusly: 

 “A virtual currency is a digital representation of value that functions as a medium of 
exchange, a unit of account, and/or a store of value. In some environments, it operates 
like “real” currency -- i.e., the coin and paper money of the United States or of any other 
country that is designated as legal tender, circulates, and is customarily used and accepted 
as a medium of exchange in the country of issuance -- but it does not have legal tender 
status in any jurisdiction.”6 

 
However, the IRS then adds that “for federal tax purposes, virtual currency is treated as 

property.”7 Clearly, there is some uncertainty as to the law’s interpretation of a cryptocurrency, 

since it is considered a currency in some circumstances and fulfills the requisite economic 

functions of money, yet is regulated as property in other situations.  

In addition to these discrepancies and the overall lack of clarity, the main issue is that the 

current regulatory system is outdated, slow to change, and inadequate for keeping up with the 

rapid pace of developments in financial technology. The issue is also amplified by a number of 

other problems resulting from the popularization of cryptocurrency. These include economic 

volatility, harmful environmental impacts, and security implications, each of which will be 

briefly discussed individually below.   

 
A Lack of Stability: Economic Volatility and Excessive Market Influence 

One aspect of cryptocurrencies that has sparked media coverage is the volatility of their 

value, which has steadily risen overall in the long run but experiences sharp, unpredictable peaks 

and troughs in the short term. This jumpiness can benefit investors who join at the right time, but 

for others, poorly-timed cryptocurrency investments can hemorrhage value overnight. For 

                                                 
6 “Notice 2014-21,” March 25, 2014. 
7  Ibid. 
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example, in February 2018, the price of Bitcoin crashed to $7,000, having lost 60% of the value 

it had held a month earlier.8 By comparison, Bitcoin was worth nearly $20,000 at its peak in 

December 2017,9 which shows the magnitude of the February downswing. 

Cryptocurrencies are also not isolated from the rest of the economy, so when they 

experience shocks, the stock market follows suit. On the same day that Bitcoin bottomed out in 

February 2018, the Dow Jones simultaneously experienced its worst point drop in history, 

radiating around the world and causing Japanese and Australian markets to fall as well.10 Clearly, 

the currency seems prone to experiencing wild swings on a regular basis, and in an economic 

system that is still recovering from the 2008 Great Recession, this volatility is concerning. Those 

in the tech field who experienced the dot-com bubble and its subsequent burst now view 

cryptocurrency as a similar bubble, just waiting to pop.11 The unprecedented fluctuations 

introduced by cryptocurrencies are likely to cause more problems unless steps are taken to 

address it. 

  
A Lack of Security: Use in Cybercrimes and National/International Security Implications 

 As with any innovative new technology, people will always find a way to use things for 

illegal purposes, and cryptocurrency is no exception. Any fast online currency is naturally going 

to be attractive to those looking to send money quickly, but with encryption and the lack of a 

trusted third party (such as a bank) verifying all transactions, the anonymous and decentralized 

nature of cryptocurrencies have made them a handy tool for criminals to cover their tracks.12 The 

                                                 
8 “Bitcoin (USD) Price.”  
9 Ibid.  
10 Egan,“Dow Plunges 1,175,” February 5, 2018. 
11 Ford,“Bitcoin is Ridiculous. Blockchain is Dangerous,” March 9, 2018.  
12 Huang, "Reaching within Silk Road," 15. 
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UN notes that cryptocurrencies have been used for a number of financial crimes, such as tax 

evasion, money laundering, and avoiding sanctions,13 in addition to facilitating illicit payments 

that are much more difficult to track.  

For example, one former website called Silk Road specialized in international crime and 

online illegal sales, such as those for “drugs, counterfeit IDs, stolen credit cards[...] 

assassinations, hacker attacks against specific Web sites, sex trafficking, corporate espionage, 

and many other illegal activities,”14 and accepted only Bitcoin as its method of payment due to 

the anonymity it granted to users. Even after the FBI shut down the website and seized control of 

all of the Bitcoin and user data, nobody except the site’s owner was ever identified.15 Even with 

the full force of the law working to unmask the users, the cryptocurrency meant that their 

financial information would always remain hidden. Having that kind of power and security 

available to financial criminals is extremely dangerous, and in the context of a larger societal 

discussion about the dangers and implications of data security, this is one highly relevant aspect 

of cryptocurrency that must be addressed in order to avoid those kind of gaps being taken 

advantage of in the future.  

Another emerging use for cryptocurrencies is terrorism financing, defined as “the process 

by which terrorists obtain funds to perform acts of terror.”16 Traditionally, terrorists have used 

physical transactions such as brokers and cash smugglers to transfer money, but those methods 

tend to be slow and inefficient, and they are becoming increasingly difficult as a result of 

regulations on money laundering and terror financing created since 2001.17 Because of this, 

                                                 
13 “Regulating the No Man’s Coin,” November 16, 2017. 
14 Huang, "Reaching within Silk Road," 16. 
15 Ibid. 
16 Irwin and Milad, “The Use of Crypto-currencies in Funding Violent Jihad,” 407. 
17 Ibid, 408. 
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terrorists have turned to cryptocurrencies, since they can use them to transfer money across the 

world quicker and with less risk.18 In recent years, evidence has also been found that ISIS-

connected Bitcoin wallets were involved in several 2015 attacks in France and Indonesia.19 

Finally, the Office for Terrorism and Financial Intelligence (TFI) of the U.S. Department of the 

Treasury closely tracks the criminal use of cryptocurrency, noting that “in recent years, we’ve 

seen terrorist groups, criminal organizations, and even rogue regimes like Venezuela experiment 

with and use digital and virtual currencies to hide their ill-gotten gains and finance their illicit 

activities.”20 Clearly, with an uptick in the use of cryptocurrencies for illegal activity and terror 

financing, the implications for security necessitate more attention.  

 
A Lack of Sustainability: Harmful Environmental Impacts 

 Through simple human intuition, one would expect Bitcoin to be more environmentally- 

friendly than conventional money, since a virtual currency avoids the necessity of printing paper 

bills or minting coins from metals mined out of the ground. However, it has an unexpectedly 

large environmental impact due to the draw on electricity used in Bitcoin mining, the process 

whereby individuals earn Bitcoin in exchange for using specialized computers to verify the 

currency’s proof-of-work component.21 Those powerful computers require an immense amount 

of energy. One article summarizes the staggering figures that have gone largely unrecognized in 

the public eye: 

“Just one transaction can use as much energy as an entire household does in a week, and 
there are about 300,000 transactions every day. That energy demand is more often than 
not met through fossil fuel energy sources, which, along with polluting air and water, 
emit greenhouse gases that cause climate change. In other words, Bitcoins are 

                                                 
18 Ibid.  
19 Ibid, 410. 
20 Mandelker, “Speech before the Securities Industry and Financial Markets Association,” February 13, 2018.  
21 “Bitcoin Energy Consumption Index,” Accessed April 14, 2018.  
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contributing to the warming of the atmosphere without providing a significant public 
benefit in return.”22 
 
Another site tracking Bitcoin usage noted that its current energy consumption is around 

61 TWh/year, which is comparable to that of the entire country of Switzerland.23 In addition, a 

single Bitcoin transaction uses over 500,000 times more energy than one VISA transaction.24 

These statistics show the enormous hidden costs of a currency that was originally intended to be 

a cheaper and easier alternative to regular transactions. 

With all of that in mind, it is clear that a cryptocurrency regulatory gap exists and is 

allowing all of these adverse effects to occur. Therefore, updates must be made to regulations in 

order to continue to provide stability, security, and sustainability for the global financial system. 

 
Previous Solutions 

 As mentioned previously, countries and organizations around the world have taken very 

different stances on cryptocurrencies ranging from a full out ban (China) to the neutral 

acceptance of them as valid currencies,25 to the establishment of an official state cryptocurrency 

(Venezuela). This section will discuss the conflicting cases of China and Venezuela, specifically 

chosen because both are heavyweights in the world economy, yet the two countries have 

opposing views on cryptocurrencies. Both also provide examples of failed attempts to regulate 

cryptocurrency, which can offer valuable insight on how to avoid similar mistakes in the U.S.  

 
 

 

                                                 
22 Atkin, “The Environmental Case Against Bitcoin,” December 5, 2017.  
23 “Bitcoin Energy Consumption Index,” Accessed April 14, 2018.  
24 Ibid. 
25 “Regulating the No Man’s Coin,” November 16, 2017. 
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China 

In recent months, China has made big moves towards cracking down on cryptocurrency, 

culminating in the final banning of all crypto transactions, both foreign and domestic.26 It 

appears that the goal of this policy decision was to end the industry altogether, but it has not been 

successful in doing so. Because cryptocurrency is so international, even if it is banned in China, 

it will still be used in the rest of the world. China is really just excluding itself from that market, 

while black market cryptocurrency traders will likely still find a way around the law. Indeed, 

many of China’s biggest crypto traders have already moved to Hong Kong and Japan,27 so it 

really did only succeed in giving away that sector of its economy and relinquishing the potential 

benefits. The U.S. would not want to look to this solution for inspiration, because it would be too 

isolationist if instituted in the United States. 

 
Venezuela 

On the other hand, Venezuela’s policies are not so much a solution to cryptocurrency as it 

is the reverse attempt; cryptocurrency as a solution to its own failed economic policies. Recently, 

Venezuela fully embraced the trend and released its own cryptocurrency called the ‘petro’ as a 

last-ditch effort to save its economy from the 4000% inflation that has devalued its bolívar to 

almost nothing.28 The petro is also pegged to the price of oil,29 which means that it has less 

fluctuation, a good thing in theory. At the same time, Venezuela’s own people cannot purchase 

the petro,30 so they would not see any of its benefits. Also, the move sneakily attempted to evade 

                                                 
26 Perper, Rosie. “China is Moving to Eliminate All Cryptocurrency Trading,” February 5, 2018.  
27 Ibid. 
28 Karsten and West, “Venezuela’s ‘Petro,’” March 9, 2018. 
29 Ibid. 
30 Ibid.  
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international sanctions on the old currency by just starting over, which inspired other countries 

like Russia, Iran, and to consider similar moves.31 In response, the U.S. government issued new 

guidance banning any American from buying or using the petro,32 essentially stopping the 

evasion tactic, so Venezuela did not really achieve anything. This cryptocurrency policy also 

would not work in the U.S. because it is too radical of a change, and the U.S. does not need a 

new currency. Therefore, the U.S. should not look to Venezuela for inspiration either, but rather 

a guide on what not to do.  

 After analyzing both states’ approaches to the issue and seeing the problems associated 

with each, it is evident that both offer what is essentially a national solution to an international 

problem, with far too narrow a scope. Cryptocurrencies simply cannot have an all-or-nothing 

solution, and there must be some moderation and flexibility on the issue. Like a rose bush, digital 

innovation must be allowed to grow organically, while also be pruned regularly to ensure that it 

remains tidy and healthy. Too much regulation will kill the flowers, and too little regulation will 

allow the vines to spiral out of control. 

 
Policy Recommendations 

 To address the issue of the lagging regulatory environment on cryptocurrency and other 

fintech, I propose three policy recommendations.  

 First, I propose that the U.S. Department of the Treasury create a new Office of Financial 

and Digital Innovation (FDI) in order to concentrate its efforts on financial technology and serve 

as a centralization point between TFI and the Offices of Domestic Finance and International 

Affairs, all of which deal with cryptocurrencies in some form. This office would be created in the 

                                                 
31 Ibid. 
32 “Executive Order,” March 19, 2018. 
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image of CIA’s Directorate of Digital Innovation, which is described by the Agency’s website as 

“the engine of creativity, integration, and rigor that CIA needs in the digital age, ensuring that 

our culture, tradecraft, and knowledge management across the board are more than equal to the 

challenges and opportunities of the rapidly changing world in which we operate.’33 Focusing on 

these aspects would vastly help Treasury adapt along with financial technology and match its 

regulations to the requirements of current events. 

 Second, I suggest that cryptocurrencies be consolidated into the already-established 

Foreign Exchange (Forex) market. This would allow cryptocurrencies to be regulated by the 

Commodity Futures Trading Commission (CFTC), a step that is actually already in progress, as a 

recent U.S. District court decision in March 2018 determined that cryptocurrencies can be 

considered commodities.34 Therefore, rolling them up into the Forex markets would be a simple 

step in the same direction, and it would allow stronger regulation, oversight, and enforcement of 

the cryptocurrency markets. 

 Third, I recommend that the United States initiate a task force through the World Trade 

Organization to host discussions with other countries and unify international regulations, 

possibly through a treaty or agreement. At the very least, this would serve to create a globally 

agreed-upon definition of what cryptocurrencies are and how they should be treated. Having a 

similar foundation to work with would allow nations to close the gaps in their policies and 

counteract market volatility, reduce the global inconsistencies in environmental fintech policies, 

and end the arbitrage of cryptocurrency laws by criminals and terrorists. 

 

                                                 
33 “Offices of CIA: Digital Innovation,” Accessed April 15, 2018.  
34 Meyer, “Cryptocurrencies Like Bitcoin Are Commodities,” March 7, 2018.  
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Conclusion 

In summary, the issue of cryptocurrency is a global, cross-cutting issue that is deeply 

interconnected with the international financial system, the environment, and terrorism and 

transnational crime, yet lacks solid or unified regulation. Indeed, the effects of cryptocurrency do 

not fall entirely within one jurisdiction, and there is rarely overlap between monetary, 

environmental, and security/law enforcement efforts. If not treated correctly, this could lead to 

segmented and conflicting regulations varying across borders (such as in the conflicting cases of 

China and Venezuela) and policy areas, which would not be effective in combating any of the 

above issues. Therefore, cryptocurrencies must be integrated into the Forex market, the U.S. 

Treasury must centralize its efforts in a new office of innovation, and the international 

community must determine a universal set of rules and protocol for states to use in addressing 

similar developments in the future. Only after the appropriate regulatory framework is created, 

can cryptocurrencies and other finechs be encouraged to grow and thrive.   
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